Public Law 93-579
93rd Congress, 5. 3418
- December 31, 1974

i st

To simend title 5, United Statew Code, by adding u section 552a to safeguard
individual privacy from the misuse of Federsl records, to provide that
fndividuals S granted aooess to Tecords concerning them which are maintained
by Federal ugencier, to establixh & Privacy Proteetion Study Commimion, aml
for other purposes,

Be it enacted by the Newnte und HHousc of Representutives of the
United Statex of America in Conyress amsembiled, That this Act may
be eited as the “IPrivacy \ct of 1974%. .

Sec. 2. (a) The Congress finds that— . -

{1) the privacy of an individual is divectly affected by the
collection, maintchance. use, and disscmination of personal infor-
mation by Federal agencies;

(2) the increasing use of computers and sophisticated infor-
mation technology, while essentinl to the eflicient operations of
the Government, has greatly magnified the harm to individunl
[{!-n-avy that can occur from any collection, maintenanee, uée, or
dissemination of personal information: :

(3) the opportunities for an individual to secure smployment.
insurance, and credit, and his right to due process. and other legal
protections are endangered by the misuge of certain information
systoms; : : i -

(4) the right to privacy is n personal and fundamental right

- protected by the Constitution of the United States: and .
C(3) in order to protect the privacy of individnals identified in
information systems maintained by Federal ufgmciu, it is neces:
sury apd-proper for the Congress to regulate the collection, main-
tenanee, use, and dissemination_ of information by such

(b) The purpose of this Act is to provide cortain safeguards for an

individua] against an invasion of personal privacy by requiring
Federal agencies, except as otherwise provided by law, to— .

(1) permit an individual to determine what records pertaining

to him are collected; maintained. nsed, or disseminated by such
agencies; v , R .

(2) permit an individual to prevent records pertaining to him
abtained by such agencies for & particular. pur from being
used or made available for another purpuse wim his consent ;

(3) permit an individusl to gain nccess to informution pertain-

ing to Ei.m in Federal agency records, to have a.copy miade of all
or any pottion therenf. aud o correct or amend suc reconds:

(4) collect, maintain, use, or dissemiuste any record of identi-

fiable personsl information: in &’ manner that assuves that such
action is for 5 necessai¥ and Jawful purpose, that the infor-
mation is curront and accurate for its intended use, and that
adequate safeguards are. provided to prevent misuse of such
n 5 ! ptions from th i ts. with ¢t
rmit exemptions from the requirements, with. respect to
néot?dsp;mtdod in this Act anly in those cases where there is an
important_public poliey need- for such exemption ag has been
detem;mdgw specific statntory swthority;and

{8) be subject to civil st for any damayes which ccour a2 &
result of willful or intentional action which violates any indi-

" widoal'srights w j A

Sms.'l‘itrllf!i. United States Code, is amended Dy adding after

soction 552 the following new section : :

frivacy Aet
of 1974,

5 USC 552m
note.,
Congressional

findings.

5 USC 552s

Statement of
purpoke,
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5 USC S52a.

5 usC 552.

“§ §52a. Records maintained on individuals
“(a) Drerxrrioss,—For purposes of this sction— . .

(1) the term ‘ngency’ means ageney as defined I section
Mi2(e) of this title; .

“(2) the term ‘individual” means @ citizen of the United States
oran alien lnwfully admitted for permanent residence .

“(3) the term ‘maintain’ includes nnintain. vollect, nse, or dis-
somnnte; ' .

*(4) the term ‘record” means any- itein, cotlection. or grouping
of infortation abwut an individual that is maintained by an

. wgreney. including, but not limited to. his edueation, financial

" ugindactions, medical history, and ériminal or employment hist
and that containg his name. or the identifying number. symbol,
or other jdentifying pmiticular assigned to the individual, such
a8 o finger of voice print or 4 photograph:

“(5) the term ‘system of records’ mans o fmup of any records
under the contral of any agency from which information is
retrieved by the name of the iwdividunl or by some identifying

~ number, xymbol, or ather identifying particular assigned to the
o imedividhls o e e .
“[(6) the tefn ‘atistical record” nwans a_record in‘a system
__of records muintained for statistical research or reporting pur-
- poses only it st ised in whaole or in part in making any deter-
mination about an identifiable individunl, except as provided by
section 8 of title 13'ind )

(7} the term routine we’ means, with respect to the dis-

" closure of # recond, tie nse of sneh vecord for a_purpose which

“iscompatible with the purpose for which it was collected.

) "{h? “Conmmions o Discrosuri—No tgency shall disclose any
revord which' iscontained in a system of records by any meuns of com-
mmmication to guy person, or to another agency, except: pursiurt to a
writtén resuenst by, or with the prior written consent of. the individual
:o whom the record pertains, unless disclosure of the record woul
W

“(1} to those officers and employees of the agency which main-
taing the vevord who have s for the record in the performance
of their duticss; ;n

© (2} vequived under sertion 352 of this title: :

“i3) for-a voutiiie use as defined in snbsection (a) (7) of this
section andd described under salyection (o) (4) () of this section:

~(4) to the Buyean of the Mensus for purposes of planning or
carrying out a census or survey or related activity pursuant to
the provisions of title 13; .

“eﬁ) to a recipient who has provided the agency with advance
adequate written assurance that the record will be used solely as
a statistical research or reporting record, and the recond is to be
transferted in a form that is not individually identifisble;

.. %(8) to.the National Archives of the United States as a record
which has suﬂiﬂgut historieal or other value to warrant its con-

. tinwed preservation by the United States Government, or for
evalnation hl)"uthe_ Administrator ‘of General Services or his
desi to deterniine whether the record lias such value;
Y ‘ to another agug::j\l'.or to an instrmentality of any govern-
mental jurisdiction within,or under the control of the United
States for a. civil or criminal Iaw enforcement activity if the
activity is anthorized by law, and if the head of the agency or
instrumentality has mads a written request to the agency which
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maintains the record specifying the particular portion desired and
the lnw enforcement activity for which the record is sought :

“(8) to s person pursuant to a showing of compelling circun:-
stances affecting the health or sufety of an individual if upon such
diselosure notification is transmitted to the last known address of
such individial;

%(9) to either House of Congress, or. to the extent of matter
within. its jurisdiction, any committee or subconunittee theveof.
any joint committes of Congress or subcommitter of any such
joint comnittee; .

#(10) to the Comptrolier General. or any of his authorized rep-
resentatives, in the conrse of the performance of the duties of
the (ieneral Accounting Officey or .

_%(11) pursuant to the order of a court of competent jurisdic-
tion. 1
“(¢} Accousting oF Craraiy DiscLoscres.—Each agency, with : !
regpect to each system of records under its control,-shall—
- (1) except for disclosures made under subsections (b) (1) or

(b} {2} of this section, keep an sccurate accounting of—

“(A) the date, nature, and purpose of each disclosure of
a vecord to any person ot to another agency inade under
mu“ihmgtiioaib) of thm?: um:lf a ‘o

name ress of the person or agency
“(g)homthe(gz]osureismde:d nd oh ( of "
retain the sccounting made under ntf‘ (1 this
subsection for at least five years or the ]ifep:f e meor() which-
ev::le is longer, after the disclosure for which the accounting is
made: :
“(3) except for disclosures made under subsection (b) {?% of
this section, make the accounting made under plugrs&l; (1} of
this subsection avsilable to the individual named in record
a.tlu(is)mqu;&st; and othe
4) inform any person or r sgency about any correction
ornou.tionofdi:putemadebytheagmeyinnmrdmwigh . :
subsection (d) of this section of any record that has been dis- %
closed to the person or agency if an accounting of the disclosure ]
was made.
“(d Acczss 10 Rrcomne.—Each sgency that maintsins a system - :
of reu):rds shall— : ' i

“(1) upon request by any individual to gain access to his Perscnal
record or to any informstion pertaining to im which is con- review.
tained in the system, permit him and upon his request, & person
of his own ehooaingwnempanyhim,wuviewﬂnrmﬂmd
have _;l:opy made of all o:'h any portion thereofin a form d?mngdre-
hensible to him. except that agency may require the indi-
vidual to furnish s written statement mt}wgzin discussion of

that individual's record in the sccompanying 's presence;
%(9) permit the individual to request mmm oll a record Asendment
pertaining to him snd— request,

“(A) not later than 10 days (excluding Seturdays, Sun-

dnys, and legal public holidays) after the date of receipt of
request, acknowledge in writing such receipt; snd

“(B!‘ ;;mnptly, either— .of any . .

which the hdi':’yﬁml believes is not sccurate, relevant,

timely, or complets;or .
“(ii) inform the individusl of its refusal to amend
the record in sccordance with his request, the reasen
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for the refusal, the procedures established by the agency
for the individual to request s review of that refusal by
the head of the agency or an officer designated.% the

B8 _STAT. 1899

head of the agency, and the name and business address
. of that official ; '
Revisw, #(3) permit the individual who disagrees with the refusel of the

agency to amend his record to request s review of such refusal,
and not later than 30 days (excluding Saturdays, Sundays, and
legal public holidays) from the date on which the individual
requests such review, complete such review and make & final
determination unless, for cause shown, the head of the agency
extends such 30-day period ; and if, after his review, the reviewing
official also refuses to amend the record in accordsnce with the
request, permit the individual to file' with the agency a concise
statement setting forth the reasons for his disagreement with the
refusal of the agency, and notify the individuai of the provisions
for judicial réview of the reviewing official's determination under
subsection (g) (1) { A) of this section;
Notation of “(4) in any disclosure, containing information about which
dispute. the individual has filed s statement of disagreement, occurring
after the filing of the statement under paragraph (3) of this sub-
section, clearly note any portion of the record which is disputed
and provide copies of the statement and, if the agency deems it
appropriate, copies of a concise statement of the reasons of the
cy for not making the amendments requested, to persons or
:rtnd er agencies to whom the disputed record has been disclosed:

“(5) nothing in this section shall allow an individual access to
any information compiled in reasonable anticipation of & civil
action or proceeding. : )

“{e) AoeNcY Requkemrnts.—Each agency that maintains a
of records shall—
" %(1) maintain in its records only such information about an
mividual agis r::&vm;e and necml wlzd ul),;momplish :y purpose of
agency required to be accompli statute or by executive
order of tie President ;

“(2; colect information to the greatest extent practicable
directly from the subject individual when the information may
result In adverse determinations about an individuel's rights, bene-
fits, and privileges under Federal programs;

#(8) inform each individual whom it asks to supply informa-
tion, on the form which it uses to collect the information or on s
upuut:(ﬁn}'m ut;tn can be Nt?in]:i]}).y the indt:le\:iidual—.- o b

‘suthority (whether gran statute, or
executive order of the President) which authorizes the solic:’;
tation of the information and whether disclosure of such
info(rgl)atioﬂz is mandaltory or voluntary; :

u rinci ur or purposes for which the
information iginterfd.ed‘t)obpec::ed; P
_¥(C) the ;;‘uﬂl:le uses which may be muﬂo ?:)tgtﬁ)inl?ram
tion, a8 ished pursusnt to paragra of this
mbeactiou]:u and P

(D), the effects on him, if any, of not providing all or
myptrtofthenqug?;adin rmagow P &

Publication “(4) subject to the g‘mmm of ph {11) of this sub-

in Federal gection, publish in the Federul Register at least snnually a notice

Ragister,: - of the existence and claractér of the system of recoris. which
notice shall include—

%(A)Y the name and location of the system;
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“(B)) the categories of individuals on whom records are
maintaived in the system;

“(Cgtho emgomofmwﬂsmintﬁmdinthe:nlan;

“(D) each routine use of the records contained in the sys-
tem, including the eategories of users and the purpoee of such
use;

“(E) the policies and practices of the sgency reg: i
m retrievability, sccess controls, retention, mm

!M!&l

“(F) the title and business address of the agency official
who is responsible for the system of records;

%(G) the agency procedures whereby an individual can be
notified at his request if the system of records contains & rec-
ord pertaining tohim;

"Fﬁ) the agency procedures whereby an individual can be
notified at his request how he can gain access to any record

ining to him contained in the system of records, and how
can contest its content ; and

“(I) the categories of sources of records in the system;

_.%(5) maintsin all records which are used by the agency in mak-
ing any determination about any individual with such accuracy,

ance, timelinexs, and completeness as is reasonably necessary
to assure fairness to the individus! in the determinstion ;

“(8) prior to disseminating any record about an individual to
any person other than an sgency, uniesd the dissemination is
made pursuant to subesction (b) (2) of this section, make reason-
able efforts to assure that such records are accurate, complete,
umel.?v, and relevant for sgency purposes; '

_4(7) maintsin no vrecord describing how any individual exer-
‘¢ises rights guaranteed by the Eirst Amendment unless expressly
authorized by statute or by the individusl about whom the record
is maintained or unless pertinent to and within the scope of an
authorized law enforcement sctivity;

#(8) make reasonable efforts to serve notice on an individual
when any record on such individual is made available to sny per-
son under compulsory legal process when such pracess becomes &
matter of public record;
de:i(;l) (:dl’h.h n:,ln of conduct for pemmol;:volvul in “:f

, development, operation, or maintenance of system

records, or in maintaining any record, and instruct each such per-
son with respect to such rules and the requirements of this section,
including any other rules and procedures adopted pursusnt to this
section and ¢ Mties for mco:ngnlinm;

4(10) establish sppropriste administrative, technieal, snd
physical safrguards to insure the secnrity and confidentiality of
records and to protect against any anticipated threats or hazards
to their security or integrity which could result in substantial
harm, embarrassment, inconvenience, or unfairness to any individ-
ual o whom information is maintained : and

“(11) at least 30 days prior to publication of information under

aph (4)(D) of this subscction, publish in the Federal
q&mbfmymmorim use of the information
in the system, and provide an opportunity for interested persons to
submit written data, views, or arguments to the agency.
“(#) Aaexcy Rurzs—In order to carry out the provisions of this
saction, each agency that maintsins s system of records shall pro-
rules, in accordance with the ﬂ.:m“ (including general
notice) of section 553 of thistitle, whichshall— .
(1) establish procedures whereby an individual can be notified

Rules of
sondust,

Confidentiality
of reoords.

Publication
in Padersl
Raglister,

5 UsC 553.
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Fous,

Publioation
in Federal
Ragister,

Jurisdiction,

Amgrdiment
of record,

Injunetinn,

in response to his request if any system of records named by the
individual contains a record pertaining o him;

»(2) defitie ressonable times, places, and requirements for iden-
tifying an individusl who requests his record or information
pertuining to him before the agency shall make the record or
auormation available to the individual;

“(3} establish procedures for the disclosure to an individual
-upon his request of his record or information pertaining to him,
inelnding special procedure, if deemed necessary, for the disclo-
sure to an individusl of medical records, including psychological
records, pertaining to him;

“(4) establish procedures for reviewing a request from an
individusl concerning the amendment of any record or informa-
tion pertaining to the individual, for making & determination on
the request, for an sppeal within the agency of an initial adverse
agency determination, and for whatever additional means may be
necessary for eanch individual to be able to exercise fully his rights
under this section; and .

“(5) establish fees to be charged, if any, tc any individual for

-making copies of his record, excluding the cost of any gearch for
andl review of the record.
The Office of Lthe Federul Register shall annually compile and publish

. the ruies promulgated under this subsection and agency notices I:uh-
e to

lished under subsection. (e) (4) of this section in a form availab
the public at low cost.
u Fg) (1} CiviL Rementes.—Whenever any .
“(A) makes a determination under su ion (d)(3) of this
section not to amend an individual’s record in accordance with
his request, or fails to make such review in conformity with that
" subsection ;
“(B) refuses to comply with sn individual request under sub-
section (d) (1) of this section; o
“(C) fails to maimtain sny record concerning an]y individual
with such zccuracy, relevance, timeliness, and completeness as is
necessary to assure fairness in any determination relating to the
ualifications, character, righlaor opportunities of, or benefits to -
the individual that may be made on the basis of such record, and
uently a determination is made which is adverse to the
jndividueal; or -~ .
#(D) fails to comply with any other provision of this section,
or any rule promulgated thereunder, in such a way as to have
an adverse effect on an individual,
the individual may bring a civil action sgainst the agency, and the
district conrts of the United States shall have jurisdiction in the
matters under the provisions of this subsection.

“(2) (A) In any suit brought under the r&mvisions of subsection '
(g) (1) (A) of this section, the court may order the agency to amend
the individual's record in accordance withi his request or in such other
way as the court may direct.. In such & case the court shall determine
the matter de nove.

#(B) The court may assess against the United States reasonable
attorney fees and other litigation costs reasonably incurred in any case
wnder, 1::13 paragraph in which the complsinant h.s substantially

revailed,

“(3)(A) In any suit brought under the provisiona of subsection
(g) (1) (B) of this section, the court may enjoin the agency from with:
holding the records and order the production to the complainant of any
agency records improperly withheld from him. In such a case the couxt
shall determine the matter de novo, and may examine the contents of
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38 STAT, 1902

any agency records in camera to determine whether the recovds or any
wtion thereof may be withheld under any of the exemptions ser forth

m subsectiont (k) of this section, and the burden is on the agency to

sustain its action.

“{R) The courl may nssess againsi the United States reasonable
attarney fees and other litimation costs reasonably inenrred in any case
under lte.l:lis paragraph in which the complainant has substantially

revailed.

P “(4) In uny suit brought under the provisions of subsection
(i\z) (1) (C) or (1)) of this section in which the conrt determines that
the agency acted in a manner which was intentional or willful, the
1nited States shall be linble to the individual in an amount equal to
the sum of—

“(A} actun] dumages sustained by the individuad as a resalt of
the refusal or failure, but in no case shall o person entitled to
recovery receive less than the sum of $1,000; and

“(B) the costs of the action togzether with reasonable attorncy
fees an determined by the court.

“(5} An action to enforce any liability created under this section
may be brought in the district court of the United States in the distriet
in which the complainant resides, or has his principal place of buginess,
or in which the ngreney records are situated, or in the District of Colum-
bia, without regard to the amount in controversy, within twe years
from the date on which the cause of artion arises, exeept that where
an agency has matevially and willfully misrepresented any informa-
tion required under this scction to be disclosed to an individual and
the information so misrepresented is material 1o cstablishmnent of
the_linbility of the agency to the individual under this section, the
action may be browught at any time within two years after diseovery by
the individual of the misrepresentation, Notling in this section shall
be construed to nuthorize any civil action by reason of any injury sus-
tained as the result of a disclosure of a recovd prior to the effective dute
of this section. '

“(h) Rioums or Lecan Guanoraxs.—For the pitrposes of this section,
the parent of any minor, or the legal gunrdian of any individual who
has been declared to be incompetent due to physical or mental inew-
pacity or age by n court of compwtent jurisdiction, may act on hebalf
of the individuad.

“(i) (1) Crimrnar, Pexaunes.—Any officer or employed of an
agency, who by virtue of his empityment. or official position, has pos-
session of, or access to, agency revords which contain_ individually
identifinble information the discloswe of which is prohibited by this
section or by rules or vegulntions ostablished therennder, and who
knowing that disclosure of the specific material is so prohibited, will-
fully discloses the material in any manner to sny person or ageney not
entitled to receive it, shall be guilty of a misdemeanor and fined not
more than ¥35,000.

~(2) Awy officer or employee of any agewey who willfully mintains
a system of 10conds without meeting the natice requirements of sub-
section (e} {4) of thisgection shall be guilty of a mist!emmnnr and fined
aod more than S0, .

*{3) Any person who knowingly and willfully requests or abtains
any record concerning an inlividual from an agency under false proe-
tenses shall be guilty of a misdemennor and fined not more than %5,0m.

»(j) Grnerar Bxemrnoxs—The head of any ngency may promul-
it rules, in accordance with the requirements (including general
notice) of sections 353 (b} (1), (2), and (3), (¢), and (e} of this title,
to exempt any systens of records within the ageney from any part of
this section exceit subractions (b)), (c) (1) and (2}, (&) (4) (A} throngh

Domages.

S USC 553.
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% UsC 553,

§ usc 552,

18 USC 3056.

TF), (2 (8), (7), (), (10), and (11), and (i) if the system of records
in—

“{1) maintained by the Central Intelligence jor

“(2; maintained b; AN AgeNCYy O COMpo m which
perforns as its principal function any activity pertaining to the
enforcement of eriminal laws, including police efforts to prevent,
control, or reduce crime or to nppnha.:s. criminals, and the activ-
ities of prosecitors, courts, eometnomlz rmhgnon, pardon, or
parole suthorities, and which consists of (A) information com-
piled for the purpose of identifying individual eriminal offenders
and alleged offenders and consisting only of |c§ent1f¥mg data
snd notations of arrests, the nature and ition of eriminal
charges, sentencing, confinement, selease, and parole and probe-
tion status; (13) information compiled for the purpose of a
eriminal’ investigation, inclnding reports of informants and
investigntors, and asrociated with an identifiable individual; or
(C) reports identifiable to an individual cmn:rlled at any stage
of the process of enforcement of the criminal laws from arrest
or indictment throngh relsase from supervision.

At the time rules are adopted under this subsection, the .?umy shall

includs in the statement required ander section 553(c) of this title,

the reasons why the system of records is to be exempted from » pro-

vision of this section.

“{k) Srrciric Exrsrrions.—The head of any » . may pro-
mulgate rules, in sccordance with the requirements {(incl mg] genenal
notice) of sections 553(b) (1), (2), snd (3), (), and (e) of this title,
to exempt.any system of records within the agency from snbeections
(e) (3). (). (e} (1), (e} (4) (G), (H), and (I) and (f) of this sec-
tion if the system of records is— -

%(1) subject to the provisions of section 552(b) (1) of this title;
#(2) investigatory material compiled for law enforeement pur-

poses, other than material within the scope of snbsection {j){2)-

of this section: Prowtdesd, Aowever. That if any individual is
deniol any right, privilege, or benefit that he would otherwise
be entitied by Federnl law, or for which he wonld otherwise be
cligible, as a result of the maintenance of such materisl, such
muterial shall be provided to ench individwual, except to the extont
that the disclosure of such material wonld reveal the identity of
s source who furnished information to the Government under an
express promise that the identity of the sonrce would be held in
confidence, or, prior to the effective dawe of this section, under
an implied promise that the identity of the source would be held
in con % .
_ “{3) maintnined in connection with pmvidinmroteetivem
ices to the President of the United States or r individuals
pursuant to section 3056 of title 18;

“(4) required by statute to be maintained and used solely as

'“(5)'inwstiglto’ry material compiled solely for the pu of

determining ‘suitability, eligibility, or qualifications for Federal
civilisn employment, military service, Federal contracts, or
access {0 classified information, but only to the extent that the
disclosure of such material wonld reveal the identity of a source
who furnished information to the Government under an sxpress

ise that the identity of the source would be held in confi-
dence, or, prior to the effective date of this section, under an
implied promise that the ideatity of the source would be held in
confidence ;

"'4(6) testing or exumination material used solely to determine
individual qualifications for appointment or promotion in the
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Federal service the disclosure of which would compromise the
ob‘j‘eaivity or fairness of the testing or examination procesa; or

(7) evaluation muterial used to determine potential for pro-
motion in the armed services. but only to the extent that the
disclosure of such material would reveal the identity of & source
who furnished information to the Government nider an express
promise that the identity of the source would be held in confi-
dance, or, prior to the effective date of this section, under an
implied promise that the identity of the source would be held in

At the time rules are adopted nnder this subsection, the agency shall
include in the statement reiquired wnder soction 333 (e) of this title, $ uUsc 553,
the reasons why the system of yeeonds is te be exempted from a pro-
Y “(I)‘('f)th.i: \ R tacl . | which is accepted
roavan Reovsoe—Each ageney reened which is

by the Administrator of General Sexvices for storage, processing, and
servicing in sccordance with section 3103 of title 44 shall, for the pur- 44 UsC 3103,
poses of this section, be consjdered to be maintained by the agency .
which deposited (he record and shall be subject to the Ymu.m of
this section. The Administiator of General Services shall not discloss
the record except to the agency which imintains the record, or under
rules established by that ageney which are not inconsistent with the
provirions of this section. ) o

“(2) Each agency record aining to an identifisble individual

23 a record which has sufficient historical or other value to warrant
its continued ation by the United States Government, prior to
the effective of this section, shall, for the of section,
be considered to he maintained by the National Archives and shall :
not be subject to the provisions of this section, exvept that a statement Publication
- generally describing such reeords (modeled after the requirements in Pederal
relating to'remnh'mbi:‘.t to subsections (e) (4) (A) through ((3) of Mesister.
this section) shall be published in the Federal T .
“(8) Each r record pertaining to an identifiable individual
which is transferred to the Notional Archives of the United States as
s record which has sufficient historical or other value to warrant its
continuéd preservation by the United States Government, on or after
the effective date of this shall, for the s of this section,
be considered to be maintained by the N Archives and shall be
exempt from the requiremonts of this section except subsections (e) (1)
(A) tiwough (G) and (8} (9} of this section. .
“(m) Goveunsunt Conrmacrons.—When an sgency provides by &
contract for the operation by or on behalf of the agency of a
of records to accomplish an agency function, the agency shall, con-
sistent with its authority, cause the requiremeants of this section to be
applied to such system. For purposes of subsection (i) of this section
any such contractor and any employee of suck contractor, if such
contra®t is 10 on or after the effective date of this section, shall
be considered to be an employee of an agency.
“{n) Mamine Lisra.—An individual’s name and address may not
be or rented by an agency unless such action is specifically author-
ized by law, This promonshnllnotheeonltrw!torq::m the
ﬁm ing of names and addresses otherwise permitted to be made

“{o) Rerort ox New Systens—Each agency shall provide milequate  Notice to
.advance notice to Congress and the Ofice of Munagement and Budget Congress and
of any propgeal to establish oralteran'{system of records in order 6.
to permit an evaluation of the probable ‘ar potential effect of such
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on the pri and other personal or property ri of
individuals or the disclosure of information reiating to such indi-
viduals, and its effect on the preservation of the constitutional
principles of federalism snd separation of powers.
Report to “t(lfe A¥NUAL Rrroar.—The President shall submit to the Speaker
Speaker of of House and the Presicent of the Senate, by June 30 of each
the ';l;":'; calendar year, s consolidated report, separately listing for each Fed:
ot e eral sgency the number of records contained in any system of records
Senate. which were exempted from the application of this section under the
provisions of subsections (j} and (k) of this section during the pre-
ceding vear, and the reasons for the exemptions, and such
other information as indicstes efforts to adiinister fully this section.
: (q) Errecr or Orineg Lawa—No agency shall rely on any exem
§ Usc 552. tion contained in section 552 of this title to wit from an indi-
vidusl sny record which is otherwise accessible to such individual
. under the istone of this section.”.
5 USC preo, Sec. 4. chapter analysis of chapter 5 of title 5, United States
500. Code, is amended by inserting:
“5§82a. Records about individuaie™
immediately below :
“502. Public information ; agency rules, opinions, ordery, and proceedings.”,
Privacy Pro- Szc. 5. (8)(1) There is established a Privacy Protection St".gf
testion Study ission (hereinafter referred to as the “Commission™) which
Commisslon. ghall be com of seven members as followa: )
Srtabliment. (A) appointed by the President of the United States,
note. sB} two appointed by the President of the Senate, and
Mambership. “ \rg two-appointed by the Speaker of the House of Representa-
Members of the Commission shall be chosen from among tmrsons who,
by resson of their knowledge and expertise in any of the foliowing
e s esnerament: ol State. and Total govern.
nology, business, t, e 8N govern-
ment—are well qualified for service on the Commission.
(2) The members of the Commission shall elect & Chairman from
Vasancias. {3) An§ vacancy in the membenl:i) of the Commission, as long aa

wer of the

members: in office, shall not impair the

are
Commission but shall be filled in the same manner in whi
intment waa made..

4) A quorum of the Commission shall consist of & majority of -

a)
the members, txcept that the Commission may establish a lower num-
ber a2 & quornm far the pu of taking testimony, The Com-
mission is & to establish such committces and delegate such
authority to them as may be nedessary to carry out its: functions.
Each memler of the Commiseion, incinding the Chairman, shall have
ual responsibility and authority in sl £cwwnd ions and actions of the
gmmmon, shall have full aceess to all information necessary to the
performance of their functions, and shall have one vote. Action of
the Commirsion shall be determined by s majarity vote of the mem-
bers present. The Chairman (or & member desipnated by.the Chair-
man to be acting Chairman)_shall be the official of the
Commission in its relations with the (lovernment agencies,
other persons, and the public, and, on hehalf of the Commission, shall
ste to the faithful execaion of the administrative policies and deci-
#ions of the Conunission, and shall report thereon to the Commission
from time to time or as the Cominission may direct. .
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(5) (A) Whenever the Commission submits any budget estimate
or request te the President. or the Office of Management snd Budget,
it shall concurrently transmit a copy of that request to

(B) Whenever the Commission submits any egislative recommen-
«ations, or testimony, or comments on Jegislation to the President or
Oftice of Management and Budget, it shall concurrently transmit a copy
thereof to the Congress. No officer or agency of the United States
shali have any autiorit.y to require the Commission to submit its
legislative recommendations, or testimony, or comments on legisla-
tion. to uny officer or agency of the United States for approval, com-
ments, or review, prior to the submission of such recommendations,
testimony, or comnents to the Congress.

(b) The Commission shall—

" (1) make a study of the dats banks, automated data process-
ing programs, amd information systems of goven
regional, and private organizations, in order to_determine the
-standards and procedures in foree for the protection of personal
information ; aml

. (2) recommend to the President and the Congress the extent,
if any, to which the requirements and pr'meirles of section 5522
of title 5, United States Code, shonld beapplied to the informa-
tion practices of those organizations by legistation. adminidtrative
action, or \roiunta?' adoption of such requirements and principles,
and report on such other legislative recommendations as it ma
determine to be necessary to protect the privacy of individuals
while meeting the legitimate needs of government and society for
information. '

{c) (la Tn the course of conducting the study required under sub-
section. (b) (1) of this section, and in its reports thereon, the Com-
‘mission may research, examine, and analyze—

(A) interstate transfer of information about individuals that
is undertaken through manual files or by computer or other elec-
tronic or telecommubications means;

- {3) data banks and information programs and systems the
operation of which significantly or substantially affect the enjoy-
ment of the privacy and other personsl and property rights of
individuals; :

(€7} the use of social scourity numbers, license plate numbers,
universa) identifiers, and other ‘symbols to identify individuals
in data banks and‘to gain access to, integrate, or centralize
information systems and files; and :

(D)) the nmiching and analysis of statistical data, such ns
Federal census duta, with other sowrces of personal datn, such as
automobile registries and telephone directories, in order to
reconstract individual responses to statistical questionnnires for
commercial or other purposes, in & way which results in a
violation of the implied or explicitly recognized confidentiality
of such information. .

(2)(A) ‘The Commission may include in its examination prrsonal
information activities in the following areas: medieal; insurance;
education; emplovment and nel; credit, banking and financial
institutions; credit hareans; the conmercial reporting industry; cable
television and other telecomununications in; travel, hote! and
entertainment reservations; and clectronic check procmng.

(B) The Commission shall include in its exnmination a study of—

(i) whether a l[wrsun enﬂég:d in interstate commerce who
maintaing & mailing list }d be required to remove an
individual’s name and address from such list wpon request of
that individual; :

Budget
raqueasts.

Leaglislative
POCAmMETI
dations,

2y Pa 1897,

¢
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(i) whether the Internal Revenué Service should be pro-
hibited from trausfering individually indentifiable dats to other
agencies and to ies of State governments; .

(iii) whether the Foderal Government should be liable for
¥monl damages incurred by an individual as the result of & will-

ul or intentional violation of the provisions of scetions 532a (g)
(1) (C) or (D) of title 5, United States Code; and_

(iv) whether and how the standards for security and con-
fidentiality of vecords m‘nired under section 552a {¢) (10) of
sach title should be wpplied when a record is disclosed to &
person other than an agency. - ] .

{C) The Conunission may study such other personal information
activitics necessary to carry out the congressional policy embodied in
this Act, except that the Commission shall not investigate information .
gystems maintained by religious organizations. -

(3) In conducting such study, the Commission shall— .

(A) determine what laws, Executive orders, regrulations,
directives, and judicial decisions govern the activities under study
and the extent to which they are consistent with the rights of
privacy, dus process of law, and other guarantees in the
Constitution ; ' .

(B) determine to what extent governmental and private
information systems affoct Federal-State relntions or the
principle of separation of powers; _ .

C) exumine the standards and criteris governing programs,

icies, and practices relating to the collection, soliciting.
Processing, use, access, integration, dissemination, and. transmis-
sion of personal information; and , -

gD) to the maximum extent practicable, collect and utilize
findings, reports, studies, hearing transcripts, and recommenda-
tions of governmental, legislative and private bodies, institutions, .
organizations, and individuals which pertain to the problems
under study by the Commission, ~ L

(d) In additior to its other functions the Commission may--

(1) requeat assistance of the heads of al?pmpmte departinents,

ivs, and instrumentalities of the Federal (Government, of
gtal.e and local governments, and other persons in carrying ont
iu(fémctiom un::::tthis Am:l'ed \ ien i lyi ith tl

upon vequest, assist Federal agencies in complying with the

i)rements of section 532a of title 5, Uinited States%ode;

NT:]S) determine what specific categories of information, the col-
lection of which would violate an individual's right of privacy,
sl_louldhl:le prohibited by statute from collection by Federal agen-
cies; & :

(4) u uest, prepare model legislation for use by State
and Lcaﬂomnmgng in establishing procedures for handling,
maintaining, and disseminating personal information at the State

and local level and provide snch technieal assistance to State and
local governments a8 they may reynive in the preparation and
implementation of such legislation.

(e) 8) The Commission may, in currying out its functions under
this section, conduct such ms?‘ectim:s. it and act at such times amd
places, hold such hearitigs, take such testimony, require by subpens
the attendance of such .witnesses and the production of such |
records, papers, correspondence, and documents, administer such
oaths, have such printing and binding done, and muke such expendi-
tures as the Commission deems advisable. A subpena shall he isned
only upon an nfirmative vote of n majority of nll members of the Com-
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mission. Subpenas shall be issned under the signature of the Chair-
man or any member of the Commission designated by the Chairman
and shall be served by any person designated by the Chairmnn or any
such’ member. Any member of the Commission may administer onths
ot afiemations to witnesses appearing before the Commission.

. (2}(A) Each department. agency. and instrumentality of the execu-
tive brunch of the (jovernment is anthorized to furnish to the Com-
mission, upon Tequest mage by the Chairman, such information, data,
reports and such ather assistance as the Commission NECESSATY
t0 carry ont its functions under this section. Whenever the head of
any such department, agency, or insttumentality submits & report
pursnant to section 5328 (o) of title 5, United States Code, a copy
of such report shall be transmitted to the Commission, -

(B} In carrving out its functions and exercising its powers under
this section, the Commission may accept from any swch department,
agency, independent instrumentality, or other person any individu-
ally indentifiable data if such data is necessary to carry ont such powers
and functions. In any case in which the Commission accepts any
such information. it shall assure that the information is used only
for the purpose for which it is rrovided, and npon completion of that
purpose such information shall be destroyed or returned to such de-

rtment. agency, independent instrumentality, or person from which
it is obtained. as nppropriate.,
{3) The Commission shall have the power to—— .

(A) appoint and fix the compensation of an executive director,
and such additional staff personnel ns may be necessary, without
regard to the provisions of title 3, United States , QOVErn-
ing appointments in the competitive service, and without regard
to chapter 51 and subchapter ITI of chapter 53 of such title re-
lating to classification and General Schedule pay rates, but at rates
not in excess of the maximum rate for GEIB of the Genersl

_ Schedule under section 5332 of such title;and
(B} procure temporary and intermittent services to the same
_extent as is authorized by section 3109 of title 5, United States

The Commission may delegate any of its functions to such personnel
of the Commission as the Commission may designate and may
suthorize such successive redelegations of such functions as it may
deem desirable. ' -
(4) The Commission is authorized-
(A) to adopt, amend, and repeal rules and regulations govern-
ing the manner of its operations, organization, and personnel;
%B) ht: en;er in}lo' contracts or other arrangements or modifica-
tions thereof, with any government, any department, agency, or
- Idependent ‘instrumentality of the United States, or with xny
person, firm, association, or corporation, and such contracts or
other arrangements, or modifications thereof, may be entered into
without legal consideration, without performance or other bonds,
and without re.grd to section 3709 of the Revised Statutes, as
amended (41 U.S.C.5);

{C) to make advance,. and other payments which the

Commission deems nm this Mp:rithmt regard to

the isions of section 3648 of the Revised Statutes, as amendad

(S%Disﬁc'&?g:hndmraaim be %o ‘ out
as may be necessary to ca

jts functions under this section. v id
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(£)(1) Each %he] ‘member of the Commission who is an officer of
lo; f the United States shall serve without additional compen-
sation, but shall continue to receive the salary of his lar position
when engaged in the performance of the duties vested in the Com-
mission.,

(2) A member of the Commission other than one to whom lmragmrh
(1) applies shall receive per diem at the maximum daily rate {or
GS-18 of the General ule when engaged in the actual per-
formance of the duties vested in the Connnission.

(3) All members of the Commission shall be reimbursed for travel,
subsistence, and other necesssry expenscs incurved by them in the per-
formance.of the duties vested in the Commission. .

(g) The Commission shall, from time to time, and in an annval
report, repott to the President and the Congress on 1ts activities in
carrying out the provisions of this section. The Comniission shall make
s fina] report to the President and to the Congress on its findings
pursusnt to the study required to be made under subsection (b) (1)
of this section not lafer than two yeurs from the date on which all of
the members of the Commission are appointed. The Commission shall
cease to exist thirty duys after the date on which its final report is
submitted to the President and the Congress. .

(h)(1) Any member, officer, ot em?loyu of the Commission, who
by virtue of his emplrtg‘ment. or official position, has ion of, or
access to, agenc* records which contain individuslly identifisble infor-
mation the disclosure of which is prohibited by this section, and who
knowing that disclosure of the specific materis] is so prohibited, wiki-
fully discloses the material in any manner to aiy person or agency
not entitled to receive it, shall be guilty of a mi eanor and fined
not more than $5,000,

(2) Any person who knowingly and willfully requests or obtains
any record concerning an individual from the Commission under false

retenses shall be guilty of & misdemeanor and fined not more than

‘g?ag; 8. The Office of Management and Budget shall— :

" (1) develop guidelines and regulations for the use of cies
in implementing the previsions of section 552 of title 5, United
States Code, 83 added by section 3 of this Act; and

(2) provide continuing sssistance to and oversight of the im-
plementation of the provisions of such section by agencies.
Sec. 7. {2} (1) Xt shall be unlawful for any Federsl, State or local
government lﬁy to to any individual any right, benefit, or
privilege provided by law because of such individuals to dis-

- close his social security account

number.
(2) the provisions of paragraph (1) of this subsection shall not
apply with respect to—
iA) any disclosure which is required by Federal statute, or
B) the disclosure of & social security number to sny Federal,
State, or local maintsining s of records in existence
and operating before January 1, 1975, it esuch disclosure was
required under statute or ation adopted prior to such date to
verify the identity of an individual. : :

_(b) Any Federsl, or local government agency which requests
s individual to disclose his social security account number shall
inform that individual whether that disclosure is mandatory or volun-

.by-wlatspmryorot}mmthaﬁtymhnmheriswliem
what nees will be made of it. :
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Sec. 8. The provisions of this Act shall be effective on and after the Effestive dats.

date of enactment, except that the amendments made by scetions 3and 5 USC 552a
4 shall become effective 270 days following the day on which thia Act "%

is enacted.
Sec. 5. There is authorized to be appropriated to carry out tl;;?pm- Appropristies.
vigions of section 5 of this Act for fiscal years 1075, 1076, and 1977 the 5 USC 552a
sum of $1,500,000, except that not more than $750,000 may be expended ™te.
during any such fiscal year.

Approved December 31, 1974,
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